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nmap -v www.hinet.net

nmap -A ip[[T(TTTeort ITITITITITITT)
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nmap -A -Pn {IP}
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nmap -iL hostlist.txt --excludefile excludelist.txt

(LITITTIIT]

nmap -sA scanme.nmap.org

[LITIITIT

nmap -PN scanme.nmap.org

[IITTIT(ping scan)

nmap -sP 140.115.35.0/24

nmap -F www.hinet.net

[0 OTITHTSTFT3

[TportIT]

nmap -p 80,443 192.168.1.1
nmap -p 80-200 192.168.1.1

[[Xcpl]

nmap -p T:80 192.168.1.1

[Mudp

nmap -p U:53 192.168.1.1

(1111 0port

nmap --top-ports 10 192.168.1.1

10

nmap -sS -P0 -sV -0 192.168.56.102
param:

-sS: Scan Syn

-sV: Determine OS Version

-PO: Protocol Scan

-O : Operation System



script scan

SCRIPT SCAN:
-sC: equivalent to --script=default
--script=<Lua scripts>: <Lua scripts> is a comma separated list of
directories, script-files or script-categories
--script-args=<nl=vl,[n2=Vv2,...]>: provide arguments to scripts
--script-args-file=filename: provide NSE script args in a file
--script-trace: Show all data sent and received
--script-updatedb: Update the script database.
--script-help=<Lua scripts>: Show help about scripts.
<Lua scripts> is a comma-separated list of script-files or

script-categories.
(ITIIITLS]
nmap --script ssl-enum-ciphers -p 443 {url}

I EXt111710.0.0.0/16¢tls
echo 10.0.{1..254}.{1..254} >> iplist.txt
[TOshIITITITIs1.0- 1. (T T T
#!/bin/bash

IPLIST=($(cat iplist.txt))

TLS VER=(TLSv1.0 TLSv1.1 TLSv1.2)

SCAN_PORT="443"

NMAP_OPS="--host-timeout 3000ms --max-rtt-timeout 3000ms --script ssl-enum-ciphers -p ${SCAN_PORT}"
OUTPUT="output.csv"

for ((i=0; i< ${#IPLIST[@]}; i++ )); do
SUP_TLS=$(nmap $NMAP_OPS ${IPLIST[i]} | egrep "${TLS_VER[01}|${TLS_VER[11}|${TLS_VER[2]}" | cut -c 5-
11)

if [[ !-z $SUP_TLS ]I; then
echo -ne "\n${IPLIST[i]}" >> $OUTPUT

for ((j=0;j < ${#SUP_TLS[@1]}; j++ )); do
echo -n ",${SUP_TLS[@]}" >> $OUTPUT



done

fi

unset SUP_TLS

done

(1111

[Jnmap [TTITITLS 111 Ciphers[Mr.[11T]
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OPENVAS(GVM

openvas[]]

KalifT]
sudo apt install gvm

[TITNinuxTITTITITI]

https://greenbone.qgithub.io/docs/latest/22.4/source-build/index.html

[IIT1Tdebian[ITI11]
https://github.com/Kastervo/OpenVAS-Installation

[ITIgvm

sudo gvm-setup

sudo runuser -u _gvm -- gvmd --user=admin --new-password=password

[LIT]

sudo gvm-check-setup

d, LSC credential pa rene : cely to work.

found.
empty.
conf file to

is installed

installation is OK.

MEdems like your GVM-xx.xx.xx installation is OK.[TTITIIT]
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[Tlgvm

sudo gvm-start

11T Tgsad(GreenBone Security Assistant daemon)jgvmd(greenbone Vulnerability M
daemon)[jopsd-openvas[TTTTTTTTTTTTITIT]

U Mevm A T

[(II1Thttps://127.0.0.1:9392

[Tlgvm

sudo gvm-stop

[TTTIP[JPort

sudo vi /usr/lib/systemd/system/gasd.service

Frlisten [TTLIO.KGCOTTTHE

[IT1T]

sudo greenbone-feed-sync
(1]

sudo greenbone-feed-sync --type nvt

sudo greenbone-feed-sync --type scap
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sudo greenbone-feed-sync --type cert

I TeronITIIIIIT]

[TIGVM

sudo -u _gvm gvmd --rebuild-gvmd-data=all

[

I Topenvas TP P ITIITITTITITTITIT]

[(Alive Testidan config Defaultéonsider Alive[II]]
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scanning via  |CMP & ARP Ping
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Port List ICMP TCP—CK Service & ARP Ping
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ting (start) since 8
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model.
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gvmd --migrate

FOIElTroot" does not exist(]

RNING *: : sql_open: PQconnectPoll failed

: md manage-WARNING x: : sql_open: PQerrorMessage (conn): connection to serw : run/| sresql/.s.PGSQL. ailed: FATAL: role t" does not exist

: md manage-WARNING +*: : init_manage_open_db: sql_open failed

gvm-setup solve

[LITTIT]
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https://greenbone.github.io/docs/latest/22.4/kali/index.html

https://www.greenbone.net/en/documents/

https://github.com/greenbone/

https://community.greenbone.net/getting-started/greenbone-community-edition-via-linux-

distribution-packages/

https://forum.greenbone.net/t/your-database-is-too-old-for-this-version-of-gvmd/20812
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nslookup
(T Thip
nslookup 2022.4inlibra.com {[I1T1Tidns}

:~5 nslookup 2022.4inlibra.com
Server: 127.0.0.53
Address: 127.0.0.53#53

Non-authoritative answer:
Name: 2022 .4inlibra.com
Address: 118.163.77.237

whois

[IITITTTONSITTITIT]

whatweb
O e I O O T
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crowbar

[ITkali[]
sudo apt install crowbar
10

crowbar -b {ssh,ftp...} -u {username} -c {password} -n {session number} -I {logfile}

#-U[LITFU [Tt THCTIITHC [Tt

[/usr/share/seclists/Passwords]
rdp noonas administrator darkweb2017-top100800. txt Ll ~/164_rdptest

START

STOP
No results found ...

T Tip 0T 32[ITTTIT1T]
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