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nmap -iL hostlist.txt --excludefile excludelist.txt
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nmap -sA scanme.nmap.org
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nmap -PN scanme.nmap.org

[IIITITping scan)

nmap -sP 140.115.35.0/24

nmap -F www.hinet.net
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nmap -p 80,443 192.168.1.1
nmap -p 80-200 192.168.1.1

[[tcpl]

nmap -p T:80 192.168.1.1
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nmap -p U:53 192.168.1.1
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nmap --top-ports 10 192.168.1.1
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nmap -sS -P0 -sV -0 192.168.56.102
param:
-sS: Scan Syn

-sV: Determine OS Version



-PO: Protocol Scan

-O : Operation System

script scan

SCRIPT SCAN:
-sC: equivalent to --script=default
--script=<Lua scripts>: <Lua scripts> is a comma separated list of
directories, script-files or script-categories
--script-args=<nl=vl,[n2=v2,...]>: provide arguments to scripts
--script-args-file=filename: provide NSE script args in a file
--script-trace: Show all data sent and received
--script-updatedb: Update the script database.
--script-help=<Lua scripts>: Show help about scripts.
<lLua scripts> is a comma-separated list of script-files or

script-categories.
[ITITTLS[T]

nmap --script ssl-enum-ciphers -p 443 {url}

[TITTTTTIITTITTEXtT11110.0.0.0/16[1t!s

echo 10.0.{1..254}.{1..254} >> iplist.txt

MIOshIIIIIIts1.0- 1. I

#!/bin/bash

IPLIST=($(cat iplist.txt))

TLS VER=(TLSv1.0 TLSv1.1 TLSv1.2)

SCAN_PORT="443"

NMAP_OPS="--host-timeout 3000ms --max-rtt-timeout 3000ms --script ssl-enum-ciphers -p ${SCAN_PORT}"
OUTPUT="output.csv"

for ((i = 0; i < ${#IPLIST[@]}; i++ )); do
SUP_TLS=$(nmap $NMAP_OPS ${IPLIST[il} | egrep "${TLS_VER[0]}|${TLS_VER[1]}|${TLS_VER[2]}" | cut -c 5-
11)

if [[ -z $SUP_TLS 1]; then
echo -ne "\n${IPLIST[i]}" >> $OUTPUT



for ((j=0; ) < ${#SUP_TLS[@]}; j++ )); do
echo -n ",${SUP_TLS[@]}" >> $OUTPUT
done

fi

unset SUP_TLS

done
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