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1]

Centos

# cat /etc/redhat-release

CentOS Linux release 7.9.2009 (Core)

(LTI IITTI0TT]

# uname -a
Linux oxoolcommunity.ossii.com.tw 3.10.0-1160.66.1.el7.x86_64 #1 SMP Wed May 18 16:02:34 UTC 2022
x86_64 x86 64 x86_64 GNU/Linux

(T TNinuxTTT1T]

[ CentOS 3.AVLDFI160.66.1.el7.x86_64[TTTIT] yum update [TT111]

Debian

[LITIITTI

cat /etc/debian_version

Ubuntu

Isb_release -a

No LSB modules are available.
Distributor ID: Ubuntu
Description: Ubuntu 22.84.5 LTS
Release: 22.04

Codename: jammy

cat /etc/issue

lubuntu 22.04.5 LTS \n \1l
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1T

I/bin/sh ([IT] #!/bin/bash) [IIshell[T]

$7 T OO 112 110

$1 [ITTIITT$ 2 OO

$0 Oshell scriptI1T]

$@ I $1, $2,.... TN $@ 11 “$1” “$2” “$3"....[]
$* T $* 010 “$1 $2 $3..."

[T (T
(T (O 0$ var (T 0 var T

echo "[ITTITITI $Y_AGE + $F_AGE [
echo "[IITTIT $((Y_AGE + F_AGE)) [I"

#!/bin/bash

read -p "Please enter your age:" Y_AGE

read -p "Please enter your friend's age:" F_AGEsum1=$Y AGE + $F_AGE
sum2="expr $Y_AGE + $F_AGE"

sum3=$((Y_AGE + F_AGE))echo "ITTIIIT] $Y_AGE + $F AGE [I"

echo "[ITTTIIT $((Y_AGE + F_AGE)) [I"

#Bash Shell TTITTTTITTITN

echo "[TIITI11 $sum1l "

echo "[TIITII11] $sum2 "

echo "[IIIIII0 $sum3 [

[T

#[Qubuntu[TladduserITIIIT]
sudo adduser {[TT11}



: $ sudo adduser ronl
Adding user ‘ronl' ...
Adding new group ‘ronl' (1001) ...
Adding new user ‘ronl' (1601) with group ‘ronl'
The home directory ‘/home/ronl' already exists. Not copying from */etc/skel'.
New password:
Retype new password:
passwd: password updated successfully
Changing the user information for ronl
Enter the new value, or press ENTER for the default
Full Name []:
Room Number []:
Work Phone []:
Home Phone []:
Other []:
Is the information correct? [Y/n]

(HAIJUED BAJUEEr {username} sudo

[Eetadd KO

-d [ home T
-p OTIITTITIIT]

-e [MIIIIIITITYYYY-MM-DD

-g [TTTTTIT]

-G [T

-M [T

-m I I TVete/skel/ T

[TITIsshITITIsftp

Match[ITTITUsePAMI[T]

Match user user[T]

ChrootDirectory /srv/ftp #1111
AllowTcpForwarding yes #[I]Tlssh tcp forwarding
ForceCommand “[TT1]"

[(IITip

Match User ansible,backup,support Address *,1176.x.x.x [TTIT11]
(IThostname
Match user [IT] Host “hostname”

[ITip
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Match address IP[T]

(ITport
Match Localport [T]

ex[]
Match User user2, LocalPort 2201DenyUsers user2
(LITITITITIT]

[(LITITITITIport(]

ListenAddress hosthame|address
ListenAddress hosthame:port
ListenAddress IPv4_address:port

ListenAddress [hostname|address]:port

[TAllowUsers [JAllowGroups[idenyUsers denyGroups[ITITITITIII]
SShITTTTTTipIIITIT

AllowUsers <userl> <user2> <user3>
AllowGroups <group>

DenyUsers *

DenyGroups no-sshDeny

Users username@192.168.1.*

/etc/hosts.allow []/etc/hosts.deny [T] 1P [T]

hosts.allow[]hosts.allow[TTitcp_wrapperITTTITtcpd

I TIsshd[I1T]

Idd “which sshd™ | grep libwarp
(I

libwrap.so0.0 => /1ib/x86 64-1inux-gnu/libwrap.so0.0 (0x00007fedac9e6000)
O<Il>:<ip>

EX:

sshd : 192.168.1.100
vsftpd : 192.168.1.*
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vsftpd : ALL

sshd : 192.168.1.1,192.168.8.*

[Tk

1. hosts.allow [TT]TThosts.deny[]
2. any[TTipHocalTTTipdIIIITIEXCEPTITIT]

shell [T]

n=1

m=2

echo $n+$m

(11

1+2 [OTshelldIT10

n=1
m=2
echo $((n+m))

N
3

1T

(I

echo $PATH #[II1II1L]

env #IITIIIDO

set #[11TshellT]

export #[ITITshellT]
a=asd #[T1TIshellT]
export a=asd #[IT1TkshellT]
unset a #1111

readonly a #[ITITITTJ

[ITITITT]

[(IIVetc/profile #1111
[(ITI$HOME/.profile #1110
[ITVetc/bach.bachrc #[IIIITlbash shell
[ITI$HOME/.bashrc  #[IIIITlbash shell

([IIIIITsource [] . [[TITTlsource /etc/profile [] ./etc/profile



[L11]

2>/dev/null [TITIT1T

[
[

apt install clamav clamdscan clamav-daemon clamav-freshclam

clamscan -r --quiet - (log[IT) --exclude-dir (T OITITIT]
clamdscan - < (I
cat [ITTITITI1)| clamdscan -

clamdtop [Thtop[T]

(I

OO T TITROTIIT]

clamscan [J clamdscan(]]
clamscan[ITTTTTT]
clamdscan[ITITITII I Ticlamdtop[IITIT]

(11T
(s

(1]

1|2 (O
1112 (1[IIIIIR)
1&&2 [LITITR0
1;2 [T

[T

sudo mount -t cifs -0 username=<win_share_user>,password=<win_share_password>

/IWIN_SHARE_IP/<share_name> /mnt/win_share

[Tfstab[T]
(ITIT] OITTT] cifs defaults,uid=TTTTTTITl9id=[TTTTTITlusername=[11T],password=[]]iocharset=utf8 0 0
EX:1.fstab[IITITITITITITIsmb[ITIT[Tivers={1.0:2.0:3.0}

2.[Imount[ITTTTTTTNO40



[TTT.imgIITITIT] -0 loop[]

sudo mount -0 loop {imgIT1} {1111}

[TTTITIITIImountpoint[]

mountpoint <[>

[T
-q: (11T}

[TImail

mail -s "This is the subject" somebody@example.com <<< 'This is the message' [ITITT1T]
mail -s "Hello World" user@yourmaildomain.com < /home/user/mailcontent.txt [TITTI1T]
echo "This is the message body" | mail -s "This is the subject" mail@example.com

mail -s "Hello World" userl@example.com,user2@example.com [TT111]

-B IBCC[II))
-C (CCID
-aFrom:Harry\<harry@gmail.com\> [TTITITIT]

[TITITtasksel
(T[T

apt install fcitx5 fcitx5-chewing

(O
IITim-config[IITIIIT]
[(ITTIITITfcitx5-mozc[]

[Ttasksel[IxfcednEL Kfce fail to start session[ITIT]
I1Tlgdm3

sudo apt install gdm3

[LITITTITIT]



sudo systemctl set-default graphical

or

sudo systemctl set-default graphical.target

11

dpkg-reconfigure tzdata

iptables

sudo ufw allow proto tcp from 192.168.56.0/24 to 192.168.56.203 port 22

POrt[II11]

Isof -i -P -n | grep LISTEN
netstat -tulpn | grep LISTEN

sudo nmap -sT -O localhost

[TITIT]

du -h --max-depth=1

[II+-max-depth= [T11T]

Af -hTITI T T Tkrace dfITTI11

trace df
Hijount -fITTIITT]

umount -f {[T1}
killall -9 df

[T

Ishw

dmidecode -t 17 ([TJdmidecode --type memory[] dmidecode --type 17[]

[LITTIT]



free
free -m

cat /proc/meminfo

(I Thardinfo[TTT]

sudo apt install hardinfo

netplan

# This is the network config written by 'subiquity
network:
ethernets:
enp0s3: # 1101
addresses: [10.0.2.15/24]1 # [TIP(1TJ
gateway4: 10.0.2.1 # IPV4 Getway ip

nameservers:

addresses: [8.8.8.8,8.8.4.4] # DNS server ip[ITTIITIITT

dhcp4: no # [I]dhcp [I11JIP
# [IT1Host only [IT11T] enp0s8
enp0s8:
addresses: [192.168.56.101/24]1 # [TIPI1]
routes:
- to: 192.168.56.1/24
via: 192.168.56.1
metric: 100
#gateway4: 192.168.56.1 # IPV4 Getway ip

#nameservers:

#addresses: [8.8.8.8,8.8.4.4] # DNS server ip[ITTTTITTIT

dhcp4: no # [T1dhcp (I10IIP
dhcp6: no # [T]1dhcp [I1171P

version: 2

FLAPTREEPlan tryMTTEHA €TI0 MITITITI

[(Mnetwork manager[I11T]

network:

version: 2



ethernets:
NM-f52160ba-1cb2-4d49-955e-84a6f51adb8d: #[11111]
renderer: NetworkManager
match:
name: "enp0s8"
macaddress: "FF:FF:FF:E3:AD:CA" [[MAC
addresses:
-"192.168.100.51/24"
ipv6-address-generation: "stable-privacy"
wakeonlan: true
networkmanager:
uuid: "f52160ba-1cb2-4d49-955e-84a6f51adb8d" [TTTITIIIIT]
name: "Ethernet connection 2" [TT1T]
passthrough:

ipv6.method: "ignore"

proxy._:

device not managed

[T11

sudo vi /etc/NetworkMnager/NetworkManager.conf

[main]
plugins=ifupdown,keyfile,ofono

dns=dnsmasq

[ifupdown]

managed=false <==[]]]ftrue
sudo systemctl restart NetworkManager

nmcli d ---[T1111T1

sudo nmcli dev set (device name) managed yes ----[Tldevice[TT]

(L1111



sudo mv /usr/lib/NetworkManager/conf.d/10-globally-managed-devices.conf /usr/lib/NetworkManager/conf.d/10-
globally-managed-devices.conf orig
sudo touch /usr/lib/NetworkManager/conf.d/10-globally-managed-devices.conf

sudo systemctl restart NetworkManager

nmcli d ---[T111T1
[Twifi radio
nmcli r wifi on
OTTTITTITWifi[T]
nmcli d wifi list
dTwifi
nmcli d wifi connect {SSID} password {password}
(ITTTTwifi

nmcli c add type wifi con-name <name> ifname wlan0 ssid <ssid>

nmcli ¢ modify <name> wifi-sec.key-mgmt wpa-psk wifi-sec.psk <password>

#establish wifi ssid

nmcli c up <name>

[TTTTT]

curl -1 http://yourdomain/test.jpg

[IITTITTT(wget)

wget -0 (I

wget -c [T]

wget -i [(ITTTT O]

wget -b log[TTT] TTTITITIIT]

wget --limit-rate=[T11] IT1TT]

wget --http-user=my_user --http-password=my_password http://www.example.com/my_file[http[ITIT]

wget --ftp-user=my_user --ftp-password=my_password ftp://ftp.example.com/my_file(ftp[I1T])



wget --tries=5011150[T]

wget --user-agent="[TTTT1T7" (I1T]

wget --spider [TTTTT11T]

wget --mirror -p --convert-links -P [T] [TTTTTTITI1

wget -r http://www.example.com/[TTIITIITTIT)

wget --secure-protocol=TLSv1 2 {url site} --no-check-certificate [ITITLS1.2[T]

[0 -nd (OIITID-np (O -A(OTIIIIT)
EX:wget -r -nd -np -A pdf, png http://ww. exanpl e. coni pat hl/ pat h2/

CurlID
110
curl -0 {[I0} {[III} #{IIIII

curl -O -C {1111} #1111
curl -O --limit-rate {1111} {1111} #OT1T+-max-filesize[ITTTITT]

10

curl -L {11} #1110

curl -v {11} #1110

curl -X {GET|POST|DELETE|PUT[II} {111}
curl -H 'kev:value' {[I111} #[IITheader[III1T]

EX:curl -H 'Accept-Language: en-US' -H 'Secret-Message: xyzzy' http://www.example.com/test

curl -X POST -d '] {010} |00
EX:curl -d '{"user":"zhangsan", "password":"123456"}"' -H 'Content-Type:application/json'

http://www.example.com/login

curl -F 'namel=[T]1;name2=[11R"' {1111} #0101

curl -F 'file=@photo.png;filename=me.png' https://google.com/profile



curl -A 'user-agent' {[I11]}  #[TJAgent
curl -b 'I1' {[IT11} #[Ilcookie
curl -u 'user[:password]' {010} #1111

[LITITTIIT]

curl {url} --verbose --tlsv1.2 --tls-max 1.2

[ITITTIProxy(]

(IO wget [TTIITITITITITT ~/.wgetrc OTTTTITITITTTIIT]

use_proxy=yes

http_proxy=http://proxy.yoyodyne.com:18023/

wget -e use_proxy=yes -e http_proxy=http://proxy.yoyodyne.com:18023/ http://www.example.com/

use_proxy=on
http_proxy=http://username:password@proxy.server.address:port/
https_proxy=http://username:password@proxy.server.address:port/

ftp_proxy=http://username:password@proxy.server.address:port/

Flush BOTH DNS caches

You can do it alltoghether, just copy and paste on a terminal:

sudo systemd-resolve --flush-caches

sudo nscd -i hosts

letsencrypt

letsencrypt[IIT]

certbot certonly --webroot --webroot-path=/var/www/html -d www.domain.com

rdp[Tllinux

client[Ixrdp



sudo apt install xrdp

firewall[J]3389

[(IITITITVetc/xrdp/startwm.sh[ITTTTIXsession[TTTIT11]

unset DBUS_SESSION_BUS_ADDRESS
unset XDG_RUNTIME_DIR

T TrootTTTTTT]

02:52:37.658 Main Warn could not connect to display :11.0

02:52:37.658 Main Info Could not load the Qt platform plugin "xcb" in "" even though it was
found.

[T

sudo cp ~/.Xauthority /root

[rdp[TITTT

[[TTRemmina->Preferences->RDP->Use client keyboard mappingITIIIIIT]

xrdp[IITTfirefox
(1l

M T firefoxTsnapITITougIT]

1. IITfirefoXIIITlapt [TTX
2. [firefoxTTTITITIIT
3. [T

disk[TIGUI

sudo apt install gnome-disk-utility

[T

badblocks -wsv ([TTT))

TFwWITTIITFITTI TSI FVITTFpOITFOIIIT]
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mkfs.fat -I (T DT

IR T
fsck.fat (IT110 (TI110
fsck OTTIITIITITITT

O[TITT]

1T

2[TTTIIIII1]

A[TTIITIITIT]

81111

16[TTITIIT]

3211

128[1I1IIIIshared library[IIT]
(TFAOTTTFROTIITHFE IO T T Fa T

[TTTIITITIresizel[]

1. [T
2. 1117
1. extd

growpart /dev/sda 2
#2[partition 2

resize2fs /dev/sda?2

(IITTgrowpart [IT1Tkloud-guest-utils [Jrezize [IT1T]e2fack

[ITTTTT]

find (OIIT) -name [I10 (IFiname[II1T)

find ./ -name \*.c -exec grep -wnHA5 main {} \;

(ITttype d:(Tf:[T I:(O

-perm [III]1] ex:find . -type f -perm 0666 [[]]Fperm [IT'IIIIIT

-exec [TTITTTTITIIIITT ex:find . -type f -name "[I11]" -exec rm -f {} \; find / -type d -perm 777 -prin
{\

-empty [TITTTTT1T]

-user{tgroup] [TTITTIKT)

-nouser[}group[] T T

-path [TTIIITIIIT]

-maxdepth [IT117]

-mindepth [TT11T]

-links [TTTT1T1

-newer file [TTTTIIfile[TTI11]




-used [TTTTTITIITITIITI
-ok [T
-printf format [TTTITTIITIIT
\a 110
\b 1]
\c [T
\f 11O
\n [J
\r [
\t [Tkab
\v [Tkab
\\ [\
ANNN  ASCIHITINNN(IIOIO
0 \' OO O O T T
%% 11 %'
%a [[IIIIIIIIIIITCHT ctime' T
%Ak [TIMITITTTITKIT @'O1CHT strtime MK stritime'[T1
@ Jan. 1, 1970, 00:00 GMTI1
(1]
H [1T1(00..23)
I [1(01..12)
k 11 0..23)
I 1..12)
M [T1(00..59)
p ITJAMIPM
r 12[ITITITIhh:mm:ss [AP]M)
S [1(00..61)
T 24ITTTITKhh:mm:ss)
X [IIIIIIIII(H:M:S)
Z (OTEDT) T
(11
a [(ITIIIIIIIIITISun..Sat)
A [TTIIIIITIIIIITSunday..Saturday)
b TTITITITKJan..Dec)
B [(IITIIIIIIIT(January..December)
C [ITTTTITITI(Sat Nov 04 12:02:33 EST 1989)
d [TTTTTT1T71(01..31)
D [M(mm/dd/yy)
h [Ob[1]
j [ITITIT1(001..366)
m [1(01..12)
U [QITIITIITIITIITTTX(00..53)
w [ITIIIITX0..6)
W [IITIIITITIIIIIIITX00..53)
X [JTITITKmm/dd/yy)
y IITT1T1(00..99)

@]




Y [11(1970...)
%b  [TIIT5 1 2[00
%c  IMTTTITIIITCOT ctime'[TTTT1T]
%Ck TR A
%d [T
%f IO IO
%F [T sty pe[IT]
%g b0
%G [P0
%h [T o
%H [T
%i  [IHOIK16M)0
%k [T KBTI
%! T T g
Y%m T8O
%n [T
%p [
%P [T
%s I
%t [IIIIIIIIIIIICOT ctime'III111]
%Tk  IITIIKOTITT%A0
%u [0
%U [0
(1T %' % T OO0
-mtime(-mmin) [IITIIITT ex:find /home -type f -mtime 7 ([(TITTIIT] atimeJaminIITTITTIctime(i
mtime +7 -mtime -14[017 11140111110
-size [III1T] ex:find /home -type f -size SOM([TTH[ITHII) ex:find /home -type f -size +50M -200M
find "[IT11" -name "*.php" -exec grep -H "OIT1111" {} \; IO
find . -type f -mtime -3 | grep -v "((ID" | grep -v "OI11" [MIBOIIIIN
I expr [(I1Tfalse[ITture[I}not
-a(-and) [J
exprl -o(-or) expr2 1[TT1TR

[T

grep [IITITT] [TTTIT]

Is (OD|grep O TTITIITIT]
I+ 111
-n D]:D
-V I
-r [D:D
-e PATTERN, -regexp=PATTERN
-E, -extended-regex




--incloude [TTI1T]
-A(B;C) [ITIIILIIIII ex:grep -A 2 tt test.txt [[TITITRI
(IIITITIT]

df -h | grep -vE '"~Filesystem|tmpfs' | awk '{ print $1 " " $5 }' [TITFilesystemtmpfs[ITITTIII1,5[1]

grep -n $query $file | awk -F":" '{print $1}"' [T

‘PATTERN’ or "PATTERN"

grep -e 'root' /etc/passwd
root:x:0:0:root:/root:/bin/bash

( PATTERN1 | PATTERN 2)

grep -e '(rootjwww)' /etc/passwd
[Char], ["Char]

grep -e b["~e]n /etc/group

[:alnum:] # [TITTIIT101 [A-Z,a-z,0-9]

[:alpha:] # [II1O1 [A-Z,a-2]

[:lower:] # [TT1JI1 [A-Z]

[:upper:] # 111010 [a-z]

[:digit:] # [TT11.011[0-9]

[:xdigit:] # [11111]0-9,A(10),B(11),C(12),D(13),E(14),F(15),[11T1 [0-9Ja-f0A-F]
[:space:] # [I11101,0 11 Tab, CR (1)

[:graph:] # 111 (010 Tab 1)) 11T

[:print:] # 10,1110

[:entrl:] # 1110

[:punct:] # [T11).

~%

grep -e ""~ben" /etc/passwd root@ubuntu:~# grep -e "bash$" /etc/passwd

\{\}

X\{m\} ITTIIT X [ m{."0\{5\}" TTIT1] 0 OTIIIT 5 [

x\N{m\} [T x [ m0."0\{5\}" [T 0 [T 5 ((II-

X\{m,n\} [T x (I mO."0\{1,5\}" [T 0 I H(Ia S(OD
[a-z\{m,n\} IITIT0 a-z I mQ."a-2\{1,5\}" (IIII1I0 0 [T ()0 5( -

(I [ #ifconfig (ITTI1I IP , Bcast [J Mask [T



ifconfig ens33 | grep -e "[0-91\{1,3\}\.[0-91\{1,3\}\.[0-91\{1,3\}\.[0-91\{1,3\}"
inet addr:172.16.15.130 Bcast:172.16.15.255 Mask:255.255.255.0

[TTTthe package lists or status file could not be parsed or opened[IIIT]

sudo rm /var/lib/apt/lists/* -vf
sudo apt-get clean

sudo apt-get update

[MTTTTTkazam([I]

sudo apt install kazam

sudo apt install openshot ([TTT11))

cron [TI(CRON) info (No MTA installed, discarding output)[IT]

[TTTcron I TcronIITIIIIIIITIITIMTAEX: postfix[TTTTTIT]

O O /dev/null 2>&1 [TTTTITIT> OO0 2> &10TT
cron[IIT1]
IO 00000 IO EX:0 * * * * root cmd.sh [TTTTIITTrootIITicmd.sh(]

"'OROIIIIIIIIITexHo,30 or 0,15,30,45
"“MIIIIIIIITex10-15 or 22-30

*/n" MN[0

(IO 61111

@reboot [TT1T1T]

@yearly [IIIIIT@annually

@monthly [TIT11T

@weekly [ITITITT]

@daily [TIITIITI@midnight

@hourly [TTTIT]

[Mlast [T

last ---[IIT1111

last (name) ---[TIITIITII0

(1]

-n [T ~-{I11T

-F I

-ad [T

-S [TITI O XXXX-XX-XX XX:XX:XX or -Xdays
-t (11111



mutt

apt install mutt

vim ~/.muttrc [TT11T]

set from = "XXXX@yourdomain.com"
set realname = "XXX"
set smtp_url = "smtps://XXXX@yourdomain.com@mail.yourdomain.com:465/"

set smtp_pass = "PASSWORD"

set header_cache = "~/.mutt/cache/headers"
set message_cachedir = "~/.mutt/cache/bodies"
set certificate_file = "~/.mutt/certificates"

ssmtp [1T1]

#

# Config file for sSSMTP sendmail

#

# The person who gets all mail for userids < 1000
# Make this empty to disable rewriting.
root=SENDMAIL

# The place where the mail goes. The actual machine name is required no
# MX records are consulted. Commonly mailhosts are named mail.domain.com

mailhub=mail Domain

# Where will the mail seem to come from?

#rewriteDomain=

# The full hosthname

hostname=HOSTNAME

# Are users allowed to set their own From: address?
# YES - Allow the user to specify their own From: address
# NO - Use the system generated From: address

FromLineOverride=YES

AuthUser=USER ACCOUNT



AuthPass=PASSWORD

#UseSTARTTLS=YES
UseTLS=YES

[

echo "bodys"| mutt -s "title" (111D -b (OIIT) -c (11D -a 11111
mutt -s "title" ((IT1T) -b (11D -c (111D < [IIT1txt -a (II1111]

SSh[ITIIT]

ITTmuttOmaildssmtps[IT]
T TV etc/bash.bashrc[ITTITIIITIT~/.bashrc

echo 'ALERT - Root Shell Access (PVE) on:' “date’ “who’ | mail -s "Alert: Root Access from “who | cut -d'(* -f2 |
cut -d")' -f1™" (11

11

md5sum[jsha256sum
md5sum ([T11)
md5sum -c ([TTTITTTT)

[ITITITT]
[[IBashIIIIT$ " (OO

date[]T]

date --date="now" [MIIIIIIIIIIdate]

date --date="yesterday" ([IITldate --date="1 days ago")

date --date="3 days ago" 11111

date --date="tomorrow" [I]]Tldate --date="1 days"[]

date --date="3 days" [OIIIJ

date +"%Y %_m-%_d, %H:%_M" --date="3 days" TTTI1I"0T"+"[1"0

(1

IIIITITIT$ (date +"%Y_%m_%d" --date="now")[1T]
"_" 0o

"-" O]

A [T

%a locale's abbreviated weekday name (e.g., Sun)



%A locale's full weekday name (e.g., Sunday)

%b locale's abbreviated month name (e.g., Jan)

%B locale's full month name (e.g., January)

%cC locale's date and time (e.g., Thu Mar 3 23:05:25 2005)

%C  century; like %Y, except omit last two digits (e.g., 21)

%d day of month (e.g, 01)

%D date; same as %m/%d/%y

%e day of month, space padded; same as % _d

%F  full date; same as %Y-%m-%d

%g last two digits of year of ISO week number (see %G)

%G  year of ISO week number (see %V); normally useful only with %V
%h same as %b

%H  hour (00..23)

%l  hour (01..12)

%j day of year (001..366)

%k  hour ( 0..23)

%l hour(1..12)

%m  month (01..12)

%M  minute (00..59)

%n anewline

%N  nanoseconds (000000000..999999999)

%p locale's equivalent of either AM or PM; blank if not known
%P like %p, but lower case

%r locale's 12-hour clock time (e.g., 11:11:04 PM)

%R 24-hour hour and minute; same as %H:%M

%s  seconds since 1970-01-01 00:00:00 UTC

%S second (00..60)

%t atab

%T time; same as %H:%M:%S

%u day of week (1..7); 1 is Monday

%U  week number of year, with Sunday as first day of week (00..53)
%V  1SO week number, with Monday as first day of week (01..53)
%w day of week (0..6); 0 is Sunday

%W  week number of year, with Monday as first day of week (00..53)
%x locale's date representation (e.g., 12/31/99)

%X locale's time representation (e.g., 23:13:48)

%Yy last two digits of year (00..99)

%Y year

%z +hhmm numeric timezone (e.g., -0400)

%:z +hh:mm numeric timezone (e.qg., -04:00)

%::z +hh:mm:ss numeric time zone (e.g., -04:00:00)

%:::z numeric time zone with : to necessary precision (e.g., -04, +05:30)

date -r [(JTT] ITTIITITIT]
ex[ldate -r test.txt +%F date -r test.txt +'%Y-%m-%d %H:%M:%S'

read []]



read -s -nl -p "[I1110J... "
read -p "[II" I DI
read -t N [TIT] (HOIIITO

(LTI

cp (I OIITTIITTT]
[T

-r [I11]

-p [ITITITITIT

-a 111

rsync (1) O
an

-a D]]:l

-V I:D]]

-h 11171

—-bwlimit [T]L024[J]LMB

echo [Jtee [TTIT]

echo "Hello World!" | sudo tee -a abc.txt backup.txt

[LITTITITIT]

printf "The path of shell interpreter is %s\n" $SHELL >> abc.txt

sed [T]

[ITlsed [-nefri] ‘command’ [T]T]
-n [110

-e [ITTI11T]

-f MJsed[I111T]

-r [(IITTITITIT]

- (TTTIIIIIIIT]

command[J]

a [III1Tsed '5a [IT111 (M OTIedT]
¢ [(IIT0 sed "2c [III1T [ TI11210
d (IT110 sed '3d" [ 11T

i [T

p [IITTIIIT]

s I sed 's/IIVOIYY' M

[0
ST
M1 3,5d 0113-50



sed -i ‘s/abc/\ /g’ filename.txt [TTTTTTTITITIT
sed 's/™.//' [ OTIII1O

[TTTTT]

timeout 10 tail -f /var/log/httpd/access.log [TT110TIT]

rsync [I1T1]

[Orsync () YO0 DY
(11

-v [TTTITIIT]

-r (IITIT1T]

-a [T} HrlptgoD

-7 |:|:|:|:|

-h [T

- ITITIIIIIITT]

-1 1111

-p 11111

-t (11111

-g 1111

-0 [ITTI1T1]

-D 1111

-q -quiet[ITTT1T]

-c -checksum[Tlchecksum[ITTTImod-time[fsize
-R -relative[IITIT]

-u -update[TTTITITIT]

-d -dirs[ITTITIIT]

-1 -links[IITIIIIIIIN

-L -copy-links[TTTTTTTTTITITITIIT]
-copy-unsafe-links [TTTTITITIT]
-safe-links [TTTTTITTIITIT]

-k -copy-dirlinks[TTTTITITIIT

-K -keep-dirlinks[TTTTTITITIIIT
-H -hard-links[TTTT]

-A -acls[TJACLITFperms[]

-t -times[TIT1T]

--bwlimit [T1T]

--delete [TTI1T]

--exclude [T1T]

--include [I1T1T]

--min-size [T
--max-size [T
--remove-source-files [TTT11]
--existing [T1110J



--whole-file [TTTIIIIT]

--progress [TTTTIIIIIT]

-del -delete-during[1T]

-delete-before [TTTITITIIIIIITIIL
-delete-during [TTTTTTITIT]

-delete-delay [TTTTTTTITIIIIIIIT
-delete-after [TTTTITIIIT]

-delete-excluded [TTTTTIITIT

-ignore-errors 111 / O[II11]

-force [TTTIIIIIIT]

-max-delete = NUM[TTITITIT

-partial [TITTIT1T]

-partial-dir = DIRITITTTTTIIIT]
-delay-updates [TTTTITTTITIIIT

-m -prune-empty-dirs[TTTTT1T]

-numeric-ids [TTT1Tuid / gid[ITTTTT11T

-timeout = SECONDS[T] / O[II11IT
-contimeout = SECONDS[ITTIIITITI

-l -ignore-times[IImtime[lsize[TTIT1T]
-size-only [(ITITIT1T

-modify-window = NUM[TTTITITIIITIIITIIIT
-T -temp-dir = DIR[ITTIIIIIIT]

-y -fuzzy T T
-compare-dest = DIRITTTTTII T T T
-copy-dest = DIR[}Fcompare-destTTTTTTTTTTITITITTITITITId
-link-dest = DIR[Jcompare-dest[TTTTTTTTIIITIIITIIIT
-compress-level = NUM[ITTIT
-skip-compress = LISTITITITIIT]

-C -cvs-exclude[JCSVIIIIIIII

-f -filter = RULE[TTTIIITIT

-F[Hilter ='dir-merge /.rsync-filter'[TTTT}Hfilter =" - .rsync-filter'
-exclude = PATTERN[ITTIPATTERN
-exclude-from = FILE[TTIIIIIIT]

-include = PATTERN[ITTIIIIIIT]

-include-from = FILE[TTTITITITT]

-files-from = FILE[TTTITITIT

-O[FfromO all

-from / filter[TT0[T]

-s -protect-args[TTTTTTITL I

-address = ADDRESS[TTTIIT]

-port = PORTIIT]

-sockopts = OPTIONS[TITCPT]
-blocking-io[ITIshell[TTTT] / O.

-stats[TTTTT1T]

-8[}-8-bit-output[TTITIIIIIL]
-h[Fhuman-readable[TTTIITIIIIL]




-progress[T111T]

-P[}partial-progress[T]

-i -itemize-changes[TTTITIIT]

-out-format = FORMAT[ITTITITIIIT]

-log-file = FILE[TTT]

-log-file-format = FMTIIITT]

-password-file = FILE[TTT]

-list-only[1T1T]

-write-batch = FILE[TTTTITIT]

-only-write-batch = FILE[}write-batch[ITTTTTTIT]

-read-batch = FILE[TTTITITIIIT]

-protocol = NUMITTITIT

-iconv = CONVERT_SPECIITIIII

-4[Fipva[ITIPv4

-6[Fipv6[ITIPV6

-version[ITT1T]

[FhFhelpIIITITITFhITIITITHhelpIT]

(11

(IIITITITrsync[IT] rsync -avh /home/ron user@ipaddr:[T]
I T TIrsyne -avzh -e "ssh -p 11" [TTTTVOT OV
(IITrsync serverIIIITIT1"'"OIIIITEX:rsync -avh /home/ron user@ipaddr::[T]

SCPIIT]

scp -r [(I11] username@hostname:[T1T]

ssh [T1T]

ssh-keygen [T1T]
11
-t [[]EX:rsa

-b [T 113072

(110
[TI1:

ssh-copy-id -i key_path username@ipaddr

12:
(ITITIserver{}~/.ssh/authorized_keys [1T]

(IITTTTVetc/ssh/sshd_config
PasswordAuthentication no



sshd_config[T]

port 22 #[ssh[I1T]
listenaddress 0.0.0.0 #[ITTip

hostkey /etc/ssh/ssh_host_key #[TTT11]
authorizedkeysfile #1110

serverkeybits 1024 H#TTTIIITI
logingracetime 600 #H111D
keyregenerationinterval 3600 #[TTTITIIITIT

compression no #HIIIIIIIIIIII T delay
MaxAuthTrues 3 #[ITIIL
PermitRootLogin no #[TIroot[Tlssh[T]

Printlastlogin yes #FOTITITO
clientalivelnterval 900 #[ITIIIIIII1]
clinetalivecountmax 0 #TIIIII

allowusers username #1111

denyusers username #[TIII1O

allowgroups username #[ITITID

denygroups username #1111
permitemptypassword no  #[TIIITIT]
ignorerhosts yes #[TIRhost[T]
ignoreuserknownhosts yes #[TTTTITTTknown_hosts[]
hostbasedauthentication no #1111
x11forwarding no #[Tgui[Ilssh[1]

strictmodes yes # I
pubkeyauthentication yes #1111
GSSAPlauthentication no  #[TIGSSAPI[T]
kerberosauthentication no #[Jkerberos[T]

Ciphers aes128-ctr,aes192-ctr,aes256-ctr #1111}
MACs hmac-sha2-256,hmac-sha2-512 #ITII11
Banner [T] #T1T
passwordauthentication yes #[I1111J
(ITlauthorized_keys[T]11600 ~/.ssh [T]700

ssh [TTTTTIT]

[(TIsshpass
(11

sshpass -p 'password' ssh username@ipaddr 'cmd'

[(LITITIT]
export SSHPASS="'password' #[[IIIIITVetc/profile [ $HOME/.profile[TTT1T]
ssh -e ssh username@ipaddr 'cmd'

[ITITITT]

rename 's/[TTTTTTYVOTITIITY' OT0TIT]




EX:rename 's/DSC_/4inlibra-Ron-[TITITH" *.]JPG

Nnfs[T1T]

nfs server[I111]

[T

sudo apt install nfs-kernel-server

(LTITIT]

sudo netstat -tulnp | grep rpcbind #1111 1udptcpl[l]
udo netstat -tuln | grep :2049 #[OnfsTITR049tcpJudpM]

vi /etc/exports #[IIIIITIclientI1]

(T OTTONFSOTK T
ex:/home/magiclen/shared-files 192.168.56.104(rw,sync,no_subtree_check)

192.168.100.0/24(ro,sync,no_subtree _check) *.4inlibra.com(ro,sync,no_subtree_check)

(11
* rw[IITIT]
* ro[ITITITITITI
* root_squash[INFS[TTTTTTrootITI(UIDI0)[Troot[TKGID=0)TTINFSITTTTTVIDTIGIDI165534TTTTTTTIT
* no_root_squash[NFSOTTTTTIroot[TTTTroot[TTTTTTTINFSITITITITIT]

all_squash[FSTTITTTIrootITTTIroot T TINFSTTITTTUIDTIGIDI655 34T TTTTTTTTTIIITIT]
no_all_squash[NFSITTTTTTroot T TIroot TTTTTTTINFSITTTTTTTTTITITIT]
no_subtree_check[ITTTTITsubtree_check)TTTTTTTTTITTITITTITIIIIIIIITIIITIsubtree_check[ITTTTI
nohide[Tlexported

tree[ITTTTTITIA[TTVexports/home )T [Vexports) T IITITIIIITIT/exports/home)[TT1T1

crossmnt[TTTITTTTTITITTI T T Tlexported tree[TTTTTITTTTTINohide[TTTITITTTTTITTITTITTITTITTIITITT

* fSid[ITTITTITTITINF SOOI D OO ro ot I TITTTIT TN DT TTTTIT¥sid=0[T¥sid =root[TTITTT

(ITIT]

sudo exportfs -r

(IIt+a O -r I TruallI]
(111

sudo exportfs

(L1111

showmount



(1]
o —exports[IITITIIII
e —-directories[TTTITITIIITT
e -l

nfs client[TT1I]
(1]

sudo apt install nfs-common

[

sudo mount -t nfs 192.168.56.103:/home/ron/shared-files /mnt/nfs

192.168.72.136:/mnt/sharedfolder /mnt/client_sharedfolder nfs defaults 0 0 #[[Tifstab

e rw[IITIT]

* ro[I1T]

e rsize[TTTTTNFSITITIN FSOTITTTTTIITTA 09 6 I T T T T T
* wsize[TTTTTINFSTTTTIN F SO O 6 T T T T
* UdpIITTUDPOTCPONFSBIITIITITIUDPITITIIT]

* tepTTTUDPOTCPONFSOBIITIITTITITCPITTIT]

e nfsvers[ITINFS[TTTTIT]

e retry I 000001

e timeo[TTTTTTITITTITITIITIITITO. 1ATT1110. 717

* hard[JTRPCOITIIIIIITIIIT]

e SOft[ITITITTIRPCIT]

* fQIITIIIIIIIIIT]

* bg[IITIIITT]

e intr[ITTIITIIIT

* nointr T

NFSOTITIT:OIITIT 1 nfs _netdev 0 O

[TTTliNnuXTITIntfs[T1T]

apt install ntfs-3g

[{1Tswap

swap -s #[[IIIIIIIT]free -h
(IIITswap



sudo mkswap /dev/sda #[TTTTTTTUUIDITTITHV 110
sudo swapon /dev/sda #[IT1TlswapIISSDITITRIMIT}d --discardITTTITITI1]

(IIITfstabiswap[IIII[Tidiscard[jdefaults[]]
(IITswap
sudo fallocate -l ((IT11) /(111

(1111 sudo dd if=/dev/zero of=/([TTT)) bs=1M count=512 #[JTs*count

sudo chmod 600 /1110 #1111
sudo mkswap /IITTT#[ITswap
sudo swapon /([ITT)) #[Ilswap

[ITTT¥stabllswap[l]

swapoff /[TI1ITlswap

[Tswap[IT1T]

(T

vi /etc/sysctl.conf

vm.swappiness = 10 # O[TITITTI1OOTIIITI60TIT

dpkg --get-selections | grep mongodb #[TTT]

sudo apt-mark hold mongodb mongodb-dev #[11T]
sudo apt-mark auto mongodb-dev #[IT1T11]

sudo apt-mark unhold mongodb-dev #[11T]

sudo apt-mark manual mongodb-dev #[TTTT1T]
sudo apt-mark showhold  #[TTTTTTTIT]

sudo apt-mark showmanual #[ITTTT1T]

sudo apt-mark showauto | more #[TT11111]

[Td e b[MITITTTTIITITIIIIT]

sudo apt install --fix-missing



(LTI

Ubuntu Kernel[ITT]

http://kernel.ubuntu.com/~kernel-ppa/mainline/ #kernel[TIT]
#[11 -lowlatency [TTTT11] kernel[IT] lowlatency [T11] -generic[] -rt [J -preempt [TTTIIII1] -generic [I1]

grep "menuentry 'Ubuntu" /boot/grub/grub.cfg #[ITT1TkernelT]
sudo nano /etc/default/grup #[ITTIGRUB_DEFAULT=0 [IT11]
sudo update-grub #[11T]

umount[Jidevice is busy[TTTIT]

fuser -cuk (110 #OITIIIIITT

(1
-C
Same as -m option, used for POSIX compatibility.

-u, --user
Append the user name of the process owner to each PID.

-k, --kill
Kill processes accessing the file. Unless changed with -SIGNAL, SIGKILL is sent. An fuser process
never Kills itself, but may kill other fuser processes. The effective user ID of the process
executing fuser is set to its real user ID before attempting to kill.kill.

diff[IT1]

diff -bur [T]1 [T2

(eI
uJ unified [TIIIIIIIIT]
rIITIT]
QUITIIIIT]

case ... esacC

#!/bin/bash
m='MacDonald'case $m in

MacDonald*) echo "Ronald McDonald"

KFC*) echo "Harland David Sanders"

r



TKK*)  echo "[T1"
*) echo "You are really health!"

esac

for

#!/bin/bash
forloopin1l2 3; do
echo "number: $loop"

done

#!/bin/bash

echo -n "[TTITTI1E"

read F

for ((i=1; i<=F ; i++))dotouch $i.js
echo $idone

echo "[ITT] $F [ITTTTT*

while

#!/bin/bash
echo -n "[TTTTTITL:"
read FINDEX=1
# [T eI
while [ $INDEX -le $F ]
do
0# [0
touch $INDEX.js
echo -n "$INDEX"
[# INDEX [T1171
(( INDEX++))

done

echo ""echo "[I111 $F [TTII11"

#!/bin/bash

echo "[M]Ctrl + C[1]..."LENGTH=0
while :

do

echo -ne "\r["



sleep 0.2
while [ $LENGTH -le 10 ]
do
sleep 0.1
echo -n ">"
((LENGTH++))
done
LENGTH=0
echo -en "\r

done

annny

#!/bin/bash
echo -n "[IIIITIIITIIIT"
read FNINDEX=1
while read line
do
echo "[IIIIT: $line"
(( INDEX++))
done <$FN

#!/bin/bash

echo -n "[ITTTIILL"
read F

counter=0

until [ $counter = $F ]; do

((counter++)) #[ITITTITIT
echo $counter

touch $counter.js

done

echo "{I11] $F 0TI
dd[I11T]
sudo dd if=/dev/sda of=/dev/sdb

T TlconvIITTIsyncTl/O syncITInoerrorITTIT]
(I img[T1isoTTTTTTTTIITIT




e2fsck[ITTIIT]

e2fsck -a -y /dev/sdal [TITIT1T]

[

-a: [ partition[ITTIIIIIIIT

-b: [ superblock 1T]

-B size: [T]size [TTI111]

-C: [[J partition [IT11T7

-C file: [(IITI111IfileQ

-d: [T] e2fsck debug [1T]

-f: e2fsck TTTITIITIIITO -f 11T
-F: [TTITI11] buffer cache [ITITIIII1]
-1 list: [ITIIIII0 list [T

-d : [[] e2fsck [Jdebug [IT]

-f - T

-n: [J (read-only) (11110

-p: I -al

-v:i [T

-y [IITIIIT]




Linux{TISOP

ubuntu or debian service[]

[Tupdate

[Tlinstall ufw([Tlufw) & clamav clamdscan clamav-freshclam clamav-
daemon gemu-guest-agent(PVE[]))

[TIssh{I11]
AllNNRNNNNNNNEEN

sudo vi /etc/apt/apt.conf.d/20auto-upgrades

APT::Periodic::Update-Package-Lists "1"; #[]T10
APT::Periodic::Unattended-Upgrade "1"; #[ITI0

[TITIcloud-init
(ITTTIIVetc/cloud/M

sudo touch /etc/cloud/cloud-init.disabled

sudo reboot

[MITlipv6
T11

sudo vim /etc/sysctl.conf
net.ipv6.conf.all.disable_ipve = 1
net.ipv6.conf.default.disable_ipv6 = 1

net.ipv6.conf.lo.disable_ipv6 = 1
12

sudo vi /etc/default/grub
GRUB_CMDLINE_LINUX_DEFAULT="ipv6.disable=1"



sudo update-grub

(111

[TTTTITtasksel[]

[Tlibreoffice,remmina



mdadm[]]

[TTblkid[TTTex:blkid /dev/sda

mdadm --detail --scan >> /etc/mdadm.conf

[ITRaid[IT]Jmdadm.conf

mdadm /dev/md10 --fail

ULy -0

mdadm --manage /dev/md1l --remove

-0 T T

mdadm --manage /dev/md1l --add

(IO ---0011m

[(ITTTTRaid[T]

mdadm --stop /dev/md0
---[ITRaid
mdadm --assemble --force /dev/md0

(OTRaid[ITIT)
HINRRRNNNNRREND

update-initramfs -u

Raid[TTTTTTITTIT]

mdadm --create --verbose /dev/md0 --level=(raid[T]) --raid-devices=([1T]) --spare-devices=(TT)IIIIIT]

[LIT]



mdadm --grow --size=max /dev/md1l

(LITITTITTTIIT]

resize2fs /dev/mdO -p

0 resize2fs [TTTTITITI(xfs[Txfs_growfs)

cat /proc/mdstat

(T Traid[1]

mdadm --examine [TTIT11T]

Raid

Raid[TTTTTIITIITIITIII
L.[TTTTT17

mdadm --manage /dev/md1 --add ([TTT1T))

2.[TRaid[TI([TIRaid1->Raid5)

mdadm --grow /dev/md1l --level=5 --raid-devices=3

3.[J111T1

mdadm --grow --size=max /dev/mdl

(01T

resize2fs /dev/mdoO -p

0 resize2fs [TTTTITITI(xfs[Txfs_growfs)

update-initramfs -u

Raid[TTITTTITIIT]






monit[]]

[TImonitrc

[TTITVetc/monit/monitrc

[T

set daemon 60
logTT]

set log /data/monit/logs
web[T1T]

set httpd port 2812 and
use address 202.107.204.55

# only accept connection from localhost (drop if you use M/Monit)
allow 0.0.0.0/0.0.0.0

# allow localhost to connect to the server and
allow admin:monit

# require user 'admin' with password 'monit'
[ITITTmount(T]

# mount.conf
check filesystem data with path /dev/sdb

if does not exist then exec "/bin/mount /dev/sdb /data"
[ python server.py [TTTTTTTT]

# recommender.conf
check process recommender with MATCHING "python server.py"
if does not exist then exec "/usr/bin/nohup python /data/Recommender/src_tornado/server/server.py &"

if changed pid then alert

monitT]T]



monit -t # [T1110

monit # [[Imonit daemon

monit -c /var/monit/monitrc # [IJmonit daemon[ITTIIT]
monit reload # [TTTTTTTITIT]
monit status # [T

monit status nginx # [Tnginx[111]
monit stop all # [I1111]

monit stop nginx # [Tnginx[T]
monit start all # [TT111]

monit start nginx # [Tnginx[T]
monit -V # [T11]

[T

set mailserver smtp.monit.ro port 587

set mail-format { from: monit@monit.ro subject: $SERVICE $EVENT at $DATE on $HOST

message: Monit $ACTION $SERVICE $EVENT at $DATE on $HOST : $DESCRIPTION.
Yours sincerely,

Monit

set alert guletz@monit.ro

set mailserver smtp.gmail.com port 587
username "username" password "password"

using tls

set mail-format {

from: Monit Alert <monit@$HOST>
subject: [T 1111 -- $EVENT $SERVICE
message: $SERVICE => $EVENT

[IT] $DATE

[I1] $ACTION

[T $HOST

[I1] $DESCRIPTION

1T

check system localhost

if loadavg (1min) > 10 then alert



if loadavg (5min) > 6 then alert

if memory usage > 75% then alert

if cpu usage (user) > 70% then alert

if cpu usage (system) > 60% then alert

if cpu usage (wait) > 75% then alert

check system $HOST

if loadavg (1min) per core > 2 for 5 cycles then alert

if loadavg (5min) per core > 1.5 for 10 cycles then alert
if cpu usage > 75% for 5 cycles then alert

if memory usage > 80% for 1 cycles then alert

[TTThash[]

check file passwd with path /etc/passwd

if changed checksum then alert

[T

check file bashrc with path /etc/bash.bashrc

if changed checksum then alert

[ITITITT]

check filesystem root_directory PATH /
if write rate > 50 MB/s for 10 cycles then alert

if read rate > 50 MB/s for 10 cycles then alert

check network enp3s0 with interface enp3s0
if download > 20 MB/s for 10 cycles then alert
if upload > 20 MB/s for 10 cycles then alert



Vim[T]T]

u [II1T1]
y M
d
p Il



SMART[TIT]

S.M.A.R.T. (Self-Monitoring, Analysis, and Reporting
Technology)[11T]

smart[[]]]
[

apt install smartmontools -y
[ITTIT]

smartctl -i {11}
[(IISMART[T]

smartctl -s on ([T))
(IIIIITpass/failed[]

smartctl -H ([T)
(1111

smartct! -t ((I11) 110

an

(111
offline # 1. No entry is placed in the selftest log.

# 2. The effects of this test are visible only in that it updates the SMART offline
Attribute values

short # (111 harddisk [TT] (check the electrical and mechanical performance)

long # [11] Offline Extended self-test

conveyance([T)) # intended to identify damage incurred during transporting of the device
select,M-N # to test a range of disk LBAs

pending,N

afterselect,on afterselect,off

[d sat[TTTJusb[T]



[MITshort

(11T
smartctl -c ([T))

(1]
smartctl -X
(11T

smartctl -l error /dev/sdd

(L]
-l type # Prints either the SMART Error Log (TYPE: error, selftest, selective, directory, ssd)
-l error => offline test [T]1]

prints the Summary SMART error log

SMART disks maintain a log of the most recent five non-trivial errors

the disk power-on lifetime at which the error occurred is recorded
-| selftest => "short", "long" test [T1T]

The time at which the test took place, measured in hours of disk lifetime
-] ssd => prints the Solid State Media percentage used endurance indicator

(0 indicates as new condition while 100 indicates the device is at the end of its
lifetime)
If any errors were detected, the Logical Block Address (LBA) of the first error is printed in decimal
notation.

(LTI

smartctl -A ([T)

[IT1T]

[TT1S.M.A.R.T.[TTIIIITHDD/SDDIIT]
S.M.A.R.T.OMTOTTIITTT T

Reallocated Sector Count [T T T T T T T T T O T O OO OO A AT T
Current Pending Sector Count [T T T O T TII T T T OOOTTTTT
Seek Error Rate [FMMTTHD DO

Read Error Rate I

Uncorrectable Sector Count T T T T T T T T T TTITTT]




 Spin Retry Count: [TTTHPDI [TTTHD DT

[TITIS.M.A.R.T.[TITICurrent[J]Normalized, Worst [[Threshold[]

S.M.AR.T. MM TS -MA.R.T. O Current”[TTTTT*Worst” [TTTT1"

“Current”[I111]

o [ITTITTITIT]

“Worst”[TT11]

“Normalized”[T111T]

o [T (0" (O TITT0- 10002 00T TTT]

“Threshold”[T11T1]

o [T A (O T O
o [T O OO O OO T T T

S-M.AR.T. DI T TS -MAACGRT. I

(L1111

S.M.A.R.T. [TTTTITTTITIITITTTTTTTTTd
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