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openssI[TITIT]

[L11]
[MLinuxJopenssIITTJcer[Tkrt

openssl x509 -in server.cer -out server2.crt -inform DER
crt[Tlcer(DER[T))

openssl x509 -in server.crt -out server.cer -outform DER
Hertfkey[ITpfx[ca

openssl pkcsl2 -export -in server.crt -inkey server.key -out server.pfx -certfile ca.crt -password pass:123456
pfx[ITpem

openssl pkcsl?2 -in server.pfx -out server.pem -nodes -password pass:123456
pem[Tirt

openssl x509 in server.pem -out server.crt
pem[Ikey

openssl rsa -in server.pem -out server.key
pfxTkrt[Jca

openssl pkcsl2 -in server.pfx -nokeys -out server2.crt -nodes -password pass:123456
pfx[Tkey

openssl pkcsl2 -in server.pfx -nocerts -out server2.key -nodes -password pass:123456

crt[[p7b

openssl crl2pkecs7 -nocrl -certfile server.crt -out server.p7b -certfile ca.crt



pfx[Tjks

keytool -importkeystore -srckeystore server.pfx -destkeystore server.jks -srcstoretype PKCS12 -deststoretype jks -
jks[pfx

keytool -importkeystore -srckeystore server.jks -destkeystore server2.pfx -srcstoretype jks -deststoretype PKCS12

MBI ThashIIIIIT]

openssl pkey -in server.key -pubout -outform pem | sha256sum
openssl x509 -in server.crt -pubkey -noout -outform pem | sha256sum

openssl req -in server.csr -pubkey -noout -outform pem | sha256sum

Mcrt

openssl x509 -in server.crt -text -noout
(I11]

openssl verify server.crt
[Tkey

openssl rsa -in server.key -text -noout
[Tkey

openssl rsa -noout -text -check -in server.key
1] server.pfx

openssl pkcsl2 -info -in server.pfx
[1]server.jks

keytool -v -list -storetype jks -keystore server.jks -storepass 123456

[(TEcerTSITkrtTlapachenginx[1T]
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cert[fcr certificate[T]



windows[[TTlcer pfx p7bcerfderTIIT)base64Tplain text)
apache[ngink[Jpem(Jcrt

java[ljiks[Jpfx

pem[Tl.crt[].key

(ITTTBEGIN CERTIFICATE[TTTIEND CERTIFICATE

[(ITTTIBEGIN RSA PRIVATE KEY[IITIEEND RSA PRIVATE KEY
[TITk

https://ssorc.tw/7142/openssl-command-line-convert-file-for-pem-der-p7b-pfx-cer/
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erver 2012[Win8[ITWindows[IT]

[(II1:https://www.nartac.com/Products/IISCrypto/Download
ITTIIIIITITWindows[TTTITIT]

Hé$t PracticesfEAdOTHAMMITTTITIT]

VE ‘ISC';‘Pm momo o mEr meEE e - o x
_ NARTAC
[‘: lIS Crypto 4.0 SOFTWARE

Schannel

These settings enable or disable various options system wide. When the checkbox is grey it means ne setting has been specified and the

Schannel

default for the operating system will be used. Click the Apply button to save changes,
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2. T T

Windows Registry Editor Version 5.00
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols]
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\SSL 2.0]
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\SSL
2.0\Client]
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"DisabledByDefault"=dword:00000001
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\TLS 1.0]
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\TLS
1.0\Client]

"Enabled"=dword:00000000
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\TLS
1.0\Server]

"Enabled"=dword:00000000
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\TLS 1.1]
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\TLS
1.1\Client]

"DisabledByDefault"=dword:00000000
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\TLS
1.1\Server]

"DisabledByDefault"=dword:00000000

[HKEY_LOCAL MACHINE\SYSTEM\CurrentControlSet\Contro\SecurityProviders\SCHANNEL\Protocols\TLS 1.2]
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\TLS
1.2\Client]

"DisabledByDefault"=dword:00000000
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\TLS
1.2\Server]

"DisabledByDefault"=dword:00000000



